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DATA SECURITY AND BREACH MANAGEMENT PROCEDURE 
 
 
1.0 Objective 
 

This procedure relates to data security and breach management within Azure 
Support Services.  Azure is fully committed to compliance with the 
requirements of the Data Protection Act 2018 (DPA) and the General Data 
Protection Regulations 2018 (GDPR).  The terms of the DPA and the GDPR 
relate to data held in any form, including written notes and records as well as 
electronic data.  The DPA and GDPR requires that all staff and others who 
process or use personal information must ensure that they adhere to the 
following 
  
The 8 DPA principles: 

 
1. Be obtained and processed fairly and lawfully and shall not be 

processed unless certain conditions are met 
2. Be obtained only for one or more specified and lawful purposes, and 

shall not be further processed in any manner incompatible with that 
purpose or those purposes 

3. Be adequate, relevant and not excessive in relation to the purpose or 
purposes for which they are processed  

4. Be accurate and kept up to date 
5. Not be kept for any longer than is necessary 
6. Be processed in accordance with the rights of data subjects under this 

Act 
7. Be kept safe from unauthorised access, accidental loss or destruction 

of, or damage to, personal data 
8. Not be transferred to a country outside the European Economic Area  

 
 

The GDPR rights for individuals: 
 

1. The right to be informed. 
2. The right of access. 
3. The right to rectification. 
4. The right to erasure. 
5. The right to restrict processing. 
6. The right to data portability. 
7. The right to object. 
8. Rights in relation to automated decision making and profiling. 

 



 
 

 
2.0 Scope 
 

This procedure applies to all staff that process and have possession of 
personal information. 

 
 
3.0 Principle 
 

To ensure appropriate measures are taken against unauthorised or unlawful 
processing of personal data including accidental loss and damage. 

 
 
4.0 Security Measures 
 

Department managers will ensure staff are aware of the importance of 
protecting personal data, they will ensure their individual staff teams utilise 
the following Azure security measures: 

 
 All staff undertake training in relation to information sharing 
 Computers are accessed by user name and password and 

screensavers used 
 Staff must use a cover sheet when sending a Fax from Azure, marked 

“confidential” and the recipient informed prior to sending to a shared 
fax machine. 

 All mobile devices are encrypted 
 Paper documents are confidentially shredded. 
 All files stored within computers are security protected and backed up 

each night. 
 Personal data is stored in accordance with the DPA  
 Computers no longer in use have personal information removed by 

the IT department before disposal 
 
 
5.0 Security Breach 
 

A data security breach can happen for a number of reasons: 
 

     Loss or theft of data or equipment on which data is stored 
     Inappropriate access controls 
     Equipment failure 
    Human error 
    Unforeseen circumstances such as fire or flood 
    Hacking attack 
    Information is obtained by deception 

 
Consideration will be given to identify if the incident could result in any of the 
following: 

 
 A criminal act 



 
 

 Unauthorised disclosure of confidential information, particularly personal 
data 

 A risk of or actual damage to Azure records systems or equipment 
 A risk of an interruption to the availability of Azure’s systems and 

information held on them 
 An adverse impact associated with the operational information systems 

such as: 
 threat to personal safety 
 threat to personal privacy or human rights 
 breach of legal obligation 
 complaint from external source 

 
 
6.0 Security Breach Response 
 

Where an incident occurs which breaches any of the eight principles or rights 
above, it is the responsibility of all staff to report the breach to their next line 
manager immediately, the line manager will inform the relevant department 
manager who will then consult with the Chief Executive. 

 
 Where security has been breached within Azure, the Chief Executive’s 

initial response will be containment of the situation, recovery and an 
assessment of on going risk. 

 The Chief executive will appoint a responsible individual to investigate 
why the breach happened and what should be done to prevent any 
further breaches of security. 

 The Chief Executive will make the final decision in relation to external 
notification of the security breach.   

 The relevant department manager will work with the Chief Executive to 
undertake an evaluation of the response to the security breach and 
where necessary information will be updated accordingly.    

 
 
 
 


