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1.0   Objective 
 

The purpose of this policy is to set out the principles that must 
be      observed by all support services staff that have access to 
person-identifiable or confidential information.  To make staff aware 
that they have a contractual requirement and common law duty of 
confidence, as set out in the Data Protection Act 1998 for safeguarding 
confidentiality and preserving information security.  

 
This procedure works in conjunction with – ‘Caldicott Principles’ and 
the Support Services Security Breach Procedure S-53 and Social 
Networking Policy S-47.  

 
 
 2.0   Scope 
 
         2.1 Written, spoken and witnessed material relating to clients supported       
       by Azure staff. 
 
         2.2 Person identifiable information - anything that contains the means to 
      identify a person, e.g. name, address, postcode and date of birth 
  
 
3.0 Principle 
 

3.1 To ensure a safe and relevant flow of information and correspondence      
that protects clients and staff from disclosure to inappropriate parties. 

 
3.2 To ensure compliance with Child Protection legislation and the Public 

Interest Disclosure Act 1998 
 
3.3 To ensure the support, documentation and practice will confirm with  

Article 8 of the Human Rights Act 1998. (“Right to respect for their 
private life, for their home and for their correspondence”.)  

 
  

4.0   Client information 
 
 4.1 Written information 
               All files including, daily support notes, finance records and  

transactions,  medical notes and correspondence will be kept in a 
secure cabinet/place  which will be locked at all times.  Keys will be 
kept by any of the following, which will depend upon the particular 
service, the senior member of staff on duty, named person or within a 
designated secure place. 
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                  Access to the files is limited to: 
a) The client 
b) Support staff  
c) The management of that particular service 
d) Team Leader colleagues carrying out QA checks at the 

service. 
e) Support Services Senior Manager   
f) In exceptional circumstances the Chief Executive. 

 
There may be occasions to undertake an investigation such as in a 
safeguarding matter, and in such circumstances, the appointed lead 
investigator will have access to the written records.  The 
investigator will make a note of which files were examined and 
detail the reason for doing so. 
 
Requests by third parties for information stored in the file must be 
given in writing and addressed to the Manager who will decide if the 
information can be disclosed.  This will be in line with the Data 
Protection Act 1998.   

 
Information cannot be disclosed to a third party without the 
author’s authority where this person is within another organisation, 
e.g. Health Service. 

 
4.2 Oral information 

 
Any discussion or information relating to clients will not be disclosed 
to any party outside of the meeting* unless  
a) the client expresses a wish for this to happen  
b) it has been agreed within the meeting that information can be 

forwarded. Where this is the case information should be limited 
to that person or persons identified for the disclosure. 

 
* ‘meeting’ includes handovers, appointments, telephone messages 
and directives from senior staff. 

 
4.3 Witnessed information 
 

Staff should not disclose any information to third parties which they 
have witnessed in relation to client support other than reporting via 
the appropriate procedure/mechanisms. 

 
5.0 Staffing 
 

Staff files are kept at an organisational level and a departmental 
level.  Where files are kept at Headquarters, there is a Company 
policy relating to storage, access and retrieval. 
 
The following relates to "departmental staff" information. 

 
5.1  Written information 

 
All written information relating to staff will be kept in a locked 
cabinet.  Keys are kept by the relevant member of the management 
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team in accordance to the management structure within the specific 
service. 
Staff personnel information will be stored at Head Office in a locked 
cabinet. This information will only be accessed by named personnel 
staff, Senior Management and the Chief Executive.  

 
 

Information relating to staff requested by third parties for 
references, either financial or future employment, should be made 
in writing and addressed to the Personnel Administrator.  Any 
information disclosed will be within the guidelines set down by the 
Chief Executive. 
 
 No personal information will be given to any party without the 
expressed permission of the member of staff in question. 
 
Written information and minutes of meetings shared between staff, 
either on a one to one basis or within the team situation, will not be 
disclosed outside of that setting unless prior discussion has taken 
place and agreement obtained. 

 
5.2 Oral information 

 
Information shared between staff, either on a one to one basis or 
within the team situation, will not be disclosed outside of that 
setting unless prior discussion has taken place and agreement has 
been obtained.   
 
No personal information will be given to a third party unless 
expressed permission has been given by the member of staff 
concerned. 

 
5.3 Witnessed information 

 
Staff will not discuss or disclose information to any person or 
persons outside the work place relating to any area of practice they 
have been called upon to witness which falls within the 
responsibilities of their job role. 

 
 
6.0 Disclosed information 
 

Where information is disclosed by a client to a member of staff, the 
member of staff must make the client aware that there may be a 
need to disclose this information further. Where the disclosure 
relates to a safeguarding matter, staff MUST make management 
aware of the disclosure. 

 
Staff must not enter into relationships with clients that are based 
upon maintaining secrets, or agreed individual confidences. 
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7.0    Disclosing Confidential Information 
 

To ensure that information is only shared with the appropriate 
people in appropriate circumstances, care must be taken to check 
they have a legal basis for access to the information before releasing 
it. 
It is important to consider how much confidential information is 
needed before disclosing it and only the minimal amount necessary 
is disclosed. 
 

       7.1     When Confidential Information can be disclosed: 
 
 When anonymity has been applied 
 When the information is required by law or under a court order; 

in this situation staff must inform the relevant Senior Manager. 
The Senior Manager will liaise with the Chief Executive to discuss 
if it would be relevant to have the approval of the ‘Caldicott 
Guardian’ or anyone else in an authoritative role.  

 In identifiable form, when it is required for a specific purpose, 
with the individual’s written consent. 

 
       7.2 Breach of confidentiality 

 
Any member of staff who is found to have breached confidentiality 
may be subject to disciplinary action which could potentially result 
in their dismissal. 

 
       7.3 Disclosure of information given/held in confidence 
 

There may be situations where there is a need to disclose 
information that has been given in confidence. 
 
Such situations may relate to the health of the individual, e.g. the 
need to disclose medical details to emergency health staff if the 
person concerned is unconscious and/or in need of urgent 
treatment or if the person concerned is at risk of abuse by 
themselves or others. 
 
Such disclosures will only be made in exceptional circumstances.  
Staff should seek guidance from management with regard to such 
situations. 
Individuals will be informed if there is a need to further share 
confidential information. 
 

 
8.0. Mobile Phones, Social Networking/Media and the Internet 
 

8.1  The ability to record, upload, download information and images is 
now undertaken with relative ease.  Staff must be aware that they 
cannot, in any circumstances, take images or make recordings of 
clients, their homes, their contacts/families on their mobile phones, 
tablet or any other digital equipment that can take images or 
recordings and then have them displayed within the internet arena.  
Staff cannot take any such images/ recordings for their personal 
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use.  If such action is taken, this will constitute gross misconduct 
and will be dealt with through the disciplinary procedure and may 
lead to dismissal from the company. 

 
There may be situations where, for publicity purposes or 
appropriate communication, it is relevant to have images of clients 
made accessible within internet communications.  In such situations 
the client MUST give their consent and this consent must be 
written/ recorded prior to any images/ recordings being 
made. 
Managers MUST always be involved in the communication and 
obtaining of the client’s consent to any images/recordings that are 
being considered to be taken. 

 
 
 


